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HTTP



HTTP 3anpoc

MeTon URI HTTP/Bepcus

GET /cat.jpg HTTP/1.1



HTTP 3anpoc ¢ 3aronoBkamu

MeTon URI HTTP/Bepcus

B3aroJIOBOK : 33HaAUeHMe 3BaIl'oJIORKAa

GET /index.html HTTP/1.1
Host: example.com

DNT: 1




HTTP 3anpoc ¢ 3aronoBkamMmu 1 TeNom

POST /cat.php HTTP/1.1
Host: example.com
DNT: 1

Content-Length: 13

HELLO, WORLD!




HTTP otBeT

HTTP/Bepcua Konm oreBeTa IlogCcHeHHUe

HTTP/1.1 200 OK

HTTP/1.1 404 Not Found

t.me/yet _another _telegram blog/58



HTTP oTtBeT ¢ 3aronoskamMmum n Teniom

HTTP/1.1 200 OK

Server: nginx/1.2.3

Content-Length: 13

HELLO, WORLD!




Wireshark

r

4! test.pcap - Wireshark

File Edit Yiew Go Capture

. 227282
.227325
. 227451
- 229309

.250171
. 250285
. 250810
.250842
. 251868
. 252826
.253323
.254502
.254532

168.
.168.
168.
168.
168.
.168.
.168.
.168.
168.

lyze Statistics Help

a 53R « » » 7 & ||BEH & a

3 Frame 11 (62 bytes on wire,
3 Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:?75:9a (00:09:5b:2d:75:9a)

% Internet Protocol, Src:

[(=lel=lslolsleels]

Destination

192.
1925
192,

N N S

62 bytes captured)

192.168.0.2 (192.168.0

O R N R

Expression... Clear Apply

Protocol  Info

q O =

26 | 5eq=0 Len=0 M33
http » 3196 [SYN, ACK] Seq=0 Ack=
3196 » http [ACK] Seq=1 Ack=1 Win
SUBSCRIBE Jupnp/service/Layer3For

http » 3196

1
.0 200
http
3196
http
» 5000
3196
http
3197
http

, Dst: 192.168.0.1 (192.168.0.1)

[ACK]

oK
[FIN,
[FIN,
[ACK]
[ACK]
[FIN,
[5YN]
[5YN,
[ACK]

Seq=1 Ack=256 W

ACK] Seq=256 Ac
ACK] Seq=114 Ac

Ack=1 Win
ACK] Seq=26611
Seq=0 Len=0 MSS
ACK] Seqg=0 Ack=
Seq=1 Ack=1 Win v

>

% Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: 0, Len: O

c0 a8 00
00 00 00
4 01 01 04




LEARNED WIRESHARK




HTTP/1.1 HTTP/2

o Keep-Alive e Multiplexing
e Cache control e Binary

MynbTUnaekcupoBaHue

3 TCP - coepguHeHunA

ESEy

HTTP 11

HTTP /2

HTTP/3
e OnQUIC
o O-rtt

HTTP Semantics

IPv4 / IPv6



DNS

LHNDPOBAA U
BbITOBAA TEXHUKA



-

sub.example.com.



DNS 30HbI




Complete DNS Lookup and Webpage Query

@

example.com

! ——>  Recursive Query
|

I ﬁ Iterative Query

10
pa
R S
re
9
2
3
4
S
~ 7
<
5

example.com




KopHeBLIe cepBepa

List of Root Servers

a.root-servers.net

b.root-servers.net

c.root-servers.net
d.root-servers.net
e.root-servers.net
f.root-servers.net
g.root-servers.net
h.root-servers.net
i.root-servers.net
j.root-servers.net
k.root-servers.net
l.root-servers.net

m.root-servers.net

198.41.0.4, 2001:503:ba3e::2:30
170.247.170.2, 2801:1b8:10::b

192.33.4.12, 2001:500:2::c
199.7.91.13, 2001:500:2d::d
192.203.230.10, 2001:500:a8::e
192.5.5.241, 2001:500:2f::f
192.112.36.4, 2001:500:12::d0d
198.97.190.53, 2001:500:1::53
192.36.148.17, 2001:7fe::53
192.58.128.30, 2001:503:¢c27::2:30
193.0.14.129, 2001:7fd::1
199.7.83.42, 2001:500:9f::42
202.12.27.33, 2001:dc3::35

Verisign, Inc.

University of Southern California,
Information Sciences Institute

Cogent Communications
University of Maryland

NASA (Ames Research Center)
Internet Systems Consortium, Inc.
US Department of Defense (NIC)
US Army (Research Lab)

Netnod

Verisign, Inc.

RIPE NCC

ICANN

WIDE Project




Buabl DNS 3anucen

e A — 3apaet npeobpasoBaHne nmeHun xocta B |IP-agpec.

e MX — onpegensieT NOYTOBbLIM PETPAHCAATOP AN AOMEHHOIO UMEHMN, T.€.
y3es, KoTopbl obpaboTaeT nnu nepenacT garnblle NoYTOBble COOBLLEHUS,
npenHasHayeHHble agpecaTty B yKa3saHHOM JOMEHeE.

e CNAME — onpegenset otobpakeHne nceBgoHMmMa B KAHOHNYECKOEe NMS
yana.

e TXT — conoepxunt obLLy0 TEKCTOBYO MHPpOpMaLMIO. TU 3annucu MOryT
NCNONb30BaTbCA B NOObLIX LENsX.

e AAAA — Kak A, Tonbko IPV6

e NS — onpenenstoT DNS-cepBepbl, KOTOPbIE ABMAITCA aBTOPUTATUBHBIMU
ONa AaHHOW 30HbI.



dig



DNS Cache poisoning (spoofing)



LLindoposaHne DNS

DNS He wudpyeTtcs!
[NoTeHunanbHble
pacLUNPEHNS C

DNSSEC

LLUNppOBaAHUEM:
o DNS over HTTPS
(DoH, :443)

o DNS over TLS (DofT,
:853)



ACUMMETPUYHOE + CUMMETPUYHOE
LLUNdppoBaHUE



CuMMeTpUYHOoE WnpoBaHme

Symmetric Encryption

Y

Secret Same Key Secret
Key Key

:B A4Sh*L@9. :B
—_ M T6=#/>B#1 —_—
S — R06/J2.>1L S—
I 1PRL39P20 i

Plain Text Cipher Text Plain Text




CummeTpuyHoe wndgpoBaHme - LLndp uesaps

Shifts the alphabet 2 characters to the right

\\\\\\\\\\




AcnMmMeTpuyHoe wndgpoBaHue

Asymmetric Encryption

1Y

Different Keys
Key Key

B A4Sh*L@9. B
ecryption

E— R06/J2.>1L D j—

[ 1PRL39P20 AETIN

Plain Text Cipher Text Plain Text




AccumeTpuyHoe wndpoBaHme - RSA

Bepem p u g - gBa npocTtbix Yncna. N=p *q
Cuntaem @(N) =(p-1) *(q - 1)

Bepem e < @(N) : gcd(e, o(N)) = 1

Cuntaem d = e”-1 mod ¢(N)

[MpuBaTHbIN KItouY: (e, N)

[MyonunyHbIn kntod: (d, N)

LUndpposaHne: C = M"*e mod N
Pacwudposka: M = C*d mod N



AcuMmMeTpuyHoe wndpoBaHme - RSA

Public Private
1 v Y]

Message Encryption Decryption

KeYS - »(5,14)  |keys|------------ > (11,14)

HELLO




AcuMmMeTpuyHoe wndpoBaHme - RSA

Public E

Encryption Decryption

- R R >(5,14)  |keysi—— > (11,14)
i A A

Encrypted Message Decrypted Message




ObmeH
Krrovyamm

P — npocmoe, g — neps.

KOPEeHb
Common Paint

P

a — criydalHsble qucria — b
Secret Color

Public Transport
assume that A= g"a, B = gAb

mixture separation
is expensive

K = B"a K=A"b

Secret Color

Diffie-Hellman
RSA

Common Secret BMg = g"ab = ANb

=



[Tpobrnema ayteHTMdMKaLnm

request request
2 > d >

([ trusted SSL/TLS connection | « trusted SSL/TLS connection |

|
-

&

)
response

response—

client
Compromised
node




AyTeHTUdUKaLUna n ceptudukaThbl



LindopoBasa nognucek

Signing

Encrypt

D 77a0
zZN2P

Private key

Digest Signed
document

Verification

Decrypt
signature '

— | 7183b
\ — | 16571

Public key

Digest H Compare hashes

Heish dota ) 7 Signature is valid if

the hashes are equal
Signed (o= H
document

= |t

Hash function




KopHeBble cepTUdUKaTbl U LLIeNOYKM OOBEPUS

THE CHAIN OF TRUST

https://www.checktls.com/showcas.html



https://www.checktls.com/showcas.html

Mbl MOXEM OTNpaBnATb AaHHbIE Ha cepBep.
Kak B3anmoagencresoBaTtb?



UDP — User Datagram Protocol

Data




UDP - l'lony4yeHune otBeTa OT cepBepa

IP Address:
IP Address:
192.168.0.50 192.168.0.150

Request:

Source IP Address: 192.168.0.50
Destination IP Address: 192.16.0.150
Source Port: 1200

Destination Port: 21

IP Address: |P Address:
192.168.0.50 192.168.0.150

Response:

Source IP Address: 192.168.0.150
Destination IP Address: 192.168.0.50
Source Port: 21

Destination Port: 1200




TCP — Transmission Control Protocol

TCP segment header
Offsets Octet 1 2 3
Octet | Bit 7| 6|5 |4 |3 |2 0 765432107 6/543210
0 0 Source port Destination port

4 32 Sequence number

8 64

Acknowledgment number (if ACK set)

A |P [R |S |F
S |Y | Window Size

K [H |T [N [N

Reserved | N \% g g C s
G

12 96 Data offset S
000 R |E
Checksum Urgent pointer (if URG set)

16
Options (if data offset > 5. Padded at the end with "0" bytes if necessary.)

20




Examining Sequence & Acknowledgment Numbers

IP:O;; ’:ss Gateway Server
r
IP Address 192.168.0.10
STEP 192.168.0.1
B SYN, SEQ: 1293906975 -
1 ACK: 0 »|=
2 4 SYN, ACK, SEQ: 3455719727
ACK: 1293906976
ACK, SEQ: 1293906976
3 ’ (3 Way Handshake complete)
ACK: 3455719728
Requesting ACK, SEQ: 1293906976
www data ACK: 3455719728

Addr. IP src Addr. IP dest | Protocol Port src | Port dest | SEQ ACK

192.168.0.1 192,168.0,10 TCP->HTTP 3162 80 1293906975 0
192.168.0.10 192.168.0.1 TCP-=HTTP & 3162 3455719727 1293906976
8

192.168.0.1 192.165.0.10 TCP->HTTP 3162 0 1293906976 3455719728
192.168.0.1 192.168.0.10 TCP->HTTP 3162 80 1293906976 3455719728 o,

>

Here you can see how the Seq. & Ack. numbers are exchanged. The first 3 steps are
to establish the connection and the data request ( ) from the client follows



KoHuenuua coeanHeHus



TCP connection establishment ( Three way handshake)

Client Server

S
Yh / SEQ- Client

4 SEQ, SETE

SyN-ACK | SEQ. Cliet

ACK/S

EQ. se
- .rver * 1] SEQ. Client + 1
Ptional; firs¢ g

| 0 N 0 S SEQ. = Sequence number



TCP connection termination (TCP Teardown)

Client Server

F
S50 ot

ACK | SEQ. Client * |

FIN | SEQ. Server
20K 1 SEQ Servar, 1

| 0 N 0 S SEQ. = Sequence number



dnaru

SYN: Synchronize sequence numbers. Only the first packet sent from each end
should have this flag set. Some other flags and fields change meaning based on
this flag, and some are only valid when it is set, and others when it is clear.

ACK: Indicates that the Acknowledgment field is significant. All packets after the
initial SYN packet sent by the client should have this flag set.

PSH: Push function. Asks to push the buffered data to the receiving application.
FIN: Last packet from sender

RST: Reset the connection



The rule of TCP is there is no rule of TCP.

Pa3mep okHa

e [lonyyaTtenb o6o3Ha4YaeT MakcumarbHbln pa3Mmep cBoero bydepa Ha npuem
e OrtnpaBuTtenb 0643aH OCTaHOBUTb OTMNPABKY, €CNN AOCTUTHYT pasmMep OKHa
HenoaTBePXXAEHHbIX JAHHbIX:

e [lonyyartens:
o Otnpaendaet ACK kaxabin naket (RFC793)
o OtnpaBndet ACK kaxabin BTopor naket (RFC1122)
o Yacto peanusauun otnpaenstoT nocrne PSH (He Bceraa)
o Yacto peanusaunn otnpasndatoT ACK no tanmayTty (He Bcerga)



Onuunn

Maximum Segment Size (MSS)
Window Scaling

Selective Acknowledgements (SACK)
Timestamps

Nop



[Mpobnembl TCP

Retransmission ambiguity
Head of line blocking
Ossification

Handshake latency



Retransmission ambiguity

O

riginal trans mj sion

RTO

retransmission

Original transmission

I RTO

B




Head of line (HOL) blocking

HTTP 1.1 - MmHOro coegnHeHun

HTTP 2 - mynsTunnekcnpoBaHue XXnBeT BHYTpu ogHoro TCP coegnHeHus

client

\ A /
TCP Data TCP Ack




Ossification

PoyTepbl nocepeanHe napcart TCP, o6bHOBNEHUS NPOTOKONa HEBO3MOXHbI




Handshake latency

Receiver

e TCP Handshake
e T[LS Handshake

SYN ACK

ServerHello

Swog -ddl

Certificate
ServerHelloDone

ChangeCipherSpec
Finished

swell-<Sil




QUIC



QUIC - 0-rtt handshake vs TCP + TLS Handshake

TCP+TLS 1.3

Client Server Client Server

In
Choate CHLO Complete CHLO
Encr

SHLO

\m

Client Server

Initial 1-RTT Handshake Successful 0-RTT Handshake




QUIC streams — Head of Line blocking

Yalle Bcero TEPAETCA BCEIo OANH MNMakKeT.

HTTP/2

Cllent

Connection ID Iﬁj {.r;et %

QuUIC

Cllentg /
Eﬂj ; Internet...I.'IIII.’;‘;'""};‘;;‘fffﬁ. e

UDP Connection



QUIC - lndposaHMe 1 3arofioBoK NPOTUB OCCUdUKaLUK

Encrypted

QUIC (open) QUIC (encrypted)




Tonbko Google mornm npunaymate QUIC

% latency reduction by percentile
Lower latency Higher latency

Mean‘ 1% 5% 10% 50% 90% 95% 99%

Search

Desktop 8.0‘ 04 13 14 15 5.8 103 167

Mobile 3.6

Video
Desktop 80| 1.2 31 33 46 84 9.0 10.6
Mobile 53 @0 96 05 12 44 58 75

-06 -03 03 05 45 88 143




[Mpenmywectea QUIC
e YMeHbLUaeT 3a4epXKy

e Pewaet npobnemy head-of-line blocking
e MOXHO OOHOBIATH

[Mpobnembl QUIC

e Kopa B userspace - oo 2x CPU no cpaBHeHuto ¢ TCP
e He gaet npupocTta B nponssBoguTenbHOCTU B low-latency, low-loss ceTsax



Kak npoknagbiBatoTca MapLUpyTbl?



Interior Gateway Protocols

e [IpoToOKOsbl, KOTOpPbIE paboTatoT BHYTpM ogHon ABTOHOMHOW Cuctemsol (AS).

e OObIYHO 3HAIOT TONOSOrnIO (KapTy) CeTH

e BuibupatoTca Ha ocHOBE ONTUManNbHOCTU: MPOMYCKHOW CMOCOOHOCTU U
3aepXKu

e OTKasoycToMuMBbIE: ECNM NAdaET pedpo, NepecTpamBaroTCs N HAXoOAT
MapLUPYTbl 3aHOBO

RIP: npocto obmeH OSPF: xpaHuT BCIO CETb M ULLIET KpaTyanwime
MapLipyTamm ¢ coceasmm nyTn anroputmom [enkctpol. MoxeT genntb
CETb Ha 30HbI



Exterior Gateway Protocols

e [IpOTOKOSIbI, KOTOPbIE COEOAMHSAOT MeXQy cCOO0M aBTOHOMHbIE 30HbI B
bonbLon cetn

e He 3HaAIOT BHYTPEHHIOK CTPYKTYPY CETEN

e CyLlecTBYeT N1LLb OfHa Mo-HacTosLWweMy bonbLlas ceTb (M OAUH NPOTOKOI)



EGP vs IGP




BGP — Border Gateway Protocol

e (CoceacTBo HacTpanBaeTcd 3apaHee,
HeT auto-discovery.

e lcnonbayetrca TCP ona ooCTMKeHus 2.Comnect
KOHCUCTEHTHOMN N MHKPEMEHTAITbHOW
ceCCnin. 4, OpenSent

BGP Ttunbi coobuieHumn e

Open

Keepalive z
6. Established

Update
Notification

*Route Refresh




AS - Autonomous System

192.168.56.0/24

192.168.67.0/24

192.168.68.0/24

ASN 123

192.168.107.0/24

{Gioio

ASN 45

192.168.89.0/24

Lo

» Routerd

N

ASN 678

P Routert1




[loBepune, 6e30nacHOCTb U UHLUWOEHTbI

2004 - Typuus
2008 - NakucTtaH 1 YouTube
2014 - KaHagckmn KpuntToMamHUHI

Bonblie npumepos https://en.wikipedia.org/wiki/BGP _hijacking



